
Rising Complexity Is 
Putting Dat� at Risk: 
Why the Financial Services 
Industry Needs To Rethink Security

For decades, IT and security leaders inside financial services organizations have mandated 
control. Theyʼve securely kept data inside the corporate perimeter and only permitted access 
to managed devices.  
 
But with the accelerated digital transformation, everything has changed. Data is now spread 
across countless cloud applications, while users connect to sensitive corporate resources 
using unmanaged networks and devices, making Shadow IT and BYOD the rule rather than 
the exception. 
 
With this fundamental shi� in the way that employees work, financial services organizations 
need to find a new way to safeguard their data without limiting the productivity boost they 
obtain in this cloud-driven world. 
 
Lookout utilized the Gartner Peer Community to understand the challenges of IT and 
security leaders within the financial services industry as they seek to secure data in a cloud-
first, hybrid work environment.

Data collection: August 2, 2022 - January 23, 2023 Respondents: 365 IT and security leaders

Which of the following best 
describes your organization’s 

current infrastructure? 

n = 365 

Note: May not add up to 100% due to rounding.

Organizations are faced with complexity from all sides. Most of them have a hybrid 
infrastructure with data housed both in the cloud and on premises, and at the same time, 
more than half are using various security products that donʼt work well with each other.

18%

82%

Cloud-based

Hybrid (both cloud 
and on premises)

Hybrid infrastructure and complex IT stack hinders security

Has your security environment changed in 
complexity compared to � year ago? 

What’s hindering your ability to protect data?

15% 78% 6% 1%
Significantly 

more complex
Slightly more 

complex
No change Slightly less 

complex

Significantly less complex 0%

None of the above 2%, Other 1%

n = 365 

Note: May not add up to 100% due to rounding.

n = 365

55%

52%

50%

43%

41%

40%

Managing the complexity 
of multiple security tools 

and vendors

Visibility into your 
cloud environments

Providing remote access to 
corporate resources

Shortage of security 
professionals

Vulnerabilities and 
misconfigurations

Lack of granular 
access controls

Has your organization su�ered � dat� breach 
(malicious or accidental) in the past 2-3 years? 

In the past year, has your organization faced an increased 
number of dat� breaches compared to previous years? 

With increased complexity comes more frequent breaches where attackers have more 
vectors to infiltrate an organization.

Dat� breaches on the rise in the �nancial services industry

44%

70%

Yes

Yes

47%

27%

9%

3%

No

No

Unsure

Unsure

n = 365 

Note: May not add up to 100% due to rounding.

n = 161 

Note: May not add up to 100% due to rounding.

Respondents only those who answered “Yes” to 
“Has your organization su�ered � dat� breach 

(malicious or accidental) in the past 2-3 years?”

How much visibility does your IT department have into 
your dat� (e.g., who has access, who is viewing, what 

users are doing with the data, etc.)? 

In a cloud-first world where data is moving through unsecure networks and spread across 
countless apps and endpoints, organizations are finding it more difficult to detect and 
mitigate threats, and ultimately protect sensitive data.

Security leaders lack control and visibility over their dat�

13%

70%

16%

1%

Complete visibility: We 
always know exactly 
who is doing what with 
our data

Partial visibility: We usually 
know which employees are 
viewing/using our data

Scarce visibility: We 
sometimes know who 
has access to our data 

but have limited 
visibility into actual use 

Other 0%, 
Unsure 0%

No visibility: We have no idea 
how many users have access to 

data and who is actively viewing 
or what theyʼre doing

n = 365

n = 365

Note: May not add up to 
100% due to rounding.

Note: May not add up to 
100% due to rounding.

What is a�ecting your security team’s ability 
to have visibility and control over your data? 

What is your biggest challenge when 
protecting dat� in the cloud? 

n = 365

77% 61% 43% 2%
Data sprawled across 

numerous apps
Shadow IT 

(unsanctioned apps)
Unmanaged 
devices and 

networks
Other

47%

18%

16%

5%

13%

1%

Increased difficulty 
detecting and 
mitigating threats

Lack of control over 
apps and data

Increased number of 
cloud services

Balancing access 
and security with 

remote workers

Rapidly evolving threats 
in the cloud

Other

How con�dent are you in 
your current ability to 

e�ectively protect dat� 
from current/future 

cyber threats? 

7%

73%

16%

4%

Highly confident

Somewhat confident

Neutral

Highly unconfident 0% 
Unsure 0%

Somewhat unconfident

EMEA 23%

APAC 21%

Region

Comany SizeTitle

North America 56%

Respondent Breakdown

Note: May not add up to 100% due to rounding.

1,001 - 5,000 
employees 

<1,001 
employees 

5,001 - 10,000 
employees 

27%

Director

Manager

40%

2%

VP
10,001+ 

employees
31%

C-Suite
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42%

30%

8%

20%

n = 365

Note: May not add up to 
100% due to rounding.


