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Lookout

How to Leverage
Lookout Threat Intelligence

Your pass to unmatched mobile security and protection

Overview

Lookout has been a research-first security organization from the very start

— investigating everything from exploits targeting mobile operating systems

to threat actor groups using mobile vectors to infiltrate networks and spy on
individuals at risk. Lookout Threat Intelligence collects and analyzes proprietary
data points to provide your security teams with comprehensive protection
capabilities against the latest mobile cyber attacks.

As more adversaries turn their attention to mobile platforms, keeping up with
the evolving mobile threat landscape has never been more important. Lookout
Threat Intelligence is powered by the world’s largest mobile security dataset of
telemetry from more than 315 million mobile apps, 450 million malicious sites,
and 220 million iOS, Android and ChromeOS devices.

The Lookout Threat Intelligence team is composed of former bug bounty
hunters, penetration testers, government intelligence analysts, vulnerability
researchers and more. We have a passion for identifying mobile threats and
sharing intelligence with the cybersecurity community and our customers.

We provide three key services to enable customers with industry-leading mobile
threat intelligence. Depending on your needs, each of these services can be
purchased standalone or together.

Mobile Endpoint Security (MES) Premium is the most advanced version of

our mobile threat defense offering. In addition to protecting employee mobile
devices from phishing, app, network, and device threats, Premium grants access
to a research console for proactive threat hunting and monthly reporting from
the Lookout Threat Intelligence team.

Threat Intelligence Services offer a range of services built for dedicated
security operations centers (SOCs) and threat research teams. These include
access to the threat data that Lookout’s own researchers use, comprehensive
analysis of advanced malware and mobile APT campaigns, and bespoke research
hours to fill your intelligence gaps.

Digital Forensics and Incident Response (DFIR) Services are for organizations
who have experienced a security incident and need to include mobile device
forensics as part of their incident response process. Thanks to our core
leadership in mobile threat intelligence, Lookout can offer this service to help
gain previously unseen insight into the risk posed by mobile devices. We can
work independently on your case or collaborate with other third party incident
response vendors you are engaged with as part of the service.
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Benefits

Intelligent risk management
Understand the most prevalent
threats to help inform your security
risk management decisions

Stay ahead of the attackers
Lookout researchers actively
identify and provide actionable
information such as I0OCs in STIX 2
format that you can use to improve
your mobile security strategy and
overall security posture.

Build stronger business cases

Use quantified risk data to
demonstrate the relevance of
mobile threats and gain support for
mobile security initiatives across
your organization.

Secure mobile infrastructure

For mobile network operators and
organizations responsible for the
security of entire mobile fleets,
Lookout services offer critical,
actionable insights that allow

you to make better investments
in protecting your mobile
infrastructure.
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Lookout Threat Intelligence

Tl Services
Enterprise | DFIR
Premium Services
Plus

Tl Services
Enterprise
Premium

MES Tl Services | Tl Services

Premium | Essential Enterprise

Phishing and Content Protection m
App, device, and network threat protection m
Mobile vulnerability and patch management m
Mobile app reputation services m

Enhanced multi-tenancy,

management, and integrations u

12 mobile threat intelligence reports m m m m m
Indicators of Compromise (IOCs) - - - - -
Regional mobile threat data m m m
Mobile threat advisories m m m
Monthly status call m m
100 hours of virtual research m m
App binaries and PCAPs m
1 threat hunting workshop u
Additional custom deliverables m
Mobile Device Forensics Examination =

Incident Response Report

and 3rd Party Report Review u
Incident Advisory Recommendations m
Phishing Attack Simulation Service n

Contact Us Today —

lookout.com
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Lookout.

About Lookout

Lookout, Inc. is the data-centric cloud security company that uses

a defense in-depth strategy to address the different stages of a
cybersecurity attack. Data is at the core of every organization, and
our approach to cybersecurity is designed to protect that data in the
modern threat landscape. With a focus on people and their behavior,
the Lookout Cloud Security Platform ensures real-time threat visibility,
and quickly halts breaches from initial phishing attempts to data
extraction. To learn more, visit www.lookout.com and follow Lookout
on our blog, LinkedlIn, and X.

For more information visit Request a demo at
lookout.com lookout.com/request-a-demo
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