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Research Objectives
The amount of interest in secure access service edge (SASE) architectures has exploded over the last 18 months. Organizations
struggle using traditional, on-premises-based network and security solutions to support distributed, cloud-centric enterprise
environments. While this has been an increasing challenge over the last few years, the pandemic and resulting spike in newly remote
workers pushed many organizations to a tipping point. At the same time, the broad applicability of SASE leads to some confusion
about where to begin and which technologies are required, exacerbated by legacy organizational dynamics.
In order to gain insight into these trends, ESG surveyed 613 cybersecurity, networking, and IT professionals involved in networking
and security technology and processes, with some level of familiarity with SASE, at organizations in North America (US and Canada)
and Western Europe (UK, Germany, and France).

This study sought to:
Understand the trigger points that are influencing SASE initiatives, including the impact of remote work and zero trust, and how
decision makers are prioritizing and timing purchasing decisions.
Gain insights into the planning, budgeting, purchasing, and implementation dynamics across stakeholders spanning network
and security organizations.
Examine the results SASE approaches have delivered regarding anticipated outcomes such as improving security, optimizing
network performance, and reducing costs.

Determine the extent to which specific technologies and products support SASE now, and how that is expected to evolve over time.
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Hybrid Work and Public Cloud
Drive New Technology Adoption
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Enterprise Environments
Continue to Become More
Distributed…and Complex
Modern IT environments are becoming far
more distributed. As the research illustrates,
nearly all respondent organizations are using
public cloud services (either IaaS or SaaS) to
some extent. And it’s not just the applications
that are being distributed, but the workers as
well, with organizations reporting that 62%
of their employees will work either remotely
or in a hybrid manner. The edge will also play
an important role, with 71% of organizations
reporting that they will need to support at least
25 remote office or branch locations moving
forward. As a result of the shift toward more
distributed environments, IT and security
complexity increases. Organizations now have
to provide secure connections to potentially
thousands of locations to provide access to
applications in private data centers, multiple
public clouds, or numerous edge locations.

© 2021 TechTarget, Inc. All Rights Reserved.
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98%

use public cloud services (either IaaS or SaaS).

62%

of employees will work remotely or in a hybrid
manner, on average.

71%

of organizations will support at least 25 branch
or remote office locations.
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Complex Network Environments Require AI/ML for SD-WAN
Given the increased level of complexity, human capabilities to manually optimize, troubleshoot, and make changes would quickly be exceeded. More than nine in ten respondents
stated that having AI/ML capabilities in SD-WAN solutions would be important, with 81% reporting it would be very important or critical. When asked why, 70% identified performance
optimization and more than half cited automating routine manual tasks (57%), accelerated troubleshooting (56%), and intelligent alerting (54%) as drivers for wanting AI/ML capabilities
in SD-WAN solutions.
| Importance of AI/ML for SD-WAN.

Somewhat
important, 5%

| Reasons AI/ML is important for SD-WAN.

Not at all
important,
2%
Critical, 22%

Important,
13%

Very
important,
59%
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“

81%
reporting
it would
be very
important
or critical.”

Optimizing performance

70%

Automating routine manual tasks

57%

Accelerating troubleshooting

56%

Intelligent alerting

Self-healing capabilities

54%

42%
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ZTNA Is Seeing Increased Adoption to Modernize Secure Application Access
VPN solutions are widely used today, with many organizations significantly ramping up capacity at the start of the pandemic. However, creating a hub-and-spoke network back through
the data center when remotely accessing cloud applications can impact performance and experience. As a result, many organizations have begun to deploy zero trust network access
(ZTNA) solutions. However, most remain in the planning phase when it comes to the full-scale replacement of VPN. Specifically, 62% currently use ZTNA for specific uses but are actively
expanding their usage or planning to expand their usage to move away from VPN. Only 7% of respondents have shifted to ZTNA for most of their remote access needs. Finally, slightly
more than a quarter of respondents (29%) will continue to rely on ZTNA for use cases such as third-party access or M&A support while maintaining a VPN for other remote access needs.
| Plans for zero trust network access tools.

“

49%

29%

13%
7%
We use ZTNA for specific use
cases or applications and have
no current plans to expand
usage to move away from VPN
© 2021 TechTarget, Inc. All Rights Reserved.

We use ZTNA for specific use
cases or applications and are
planning to expand to move
away from VPN

We use ZTNA for most of our
We use ZTNA for specific use
cases or applications and are remote access needs in order to
move away from VPN
actively expanding in order to
move away from VPN

62% currently
use ZTNA for specific
uses but are actively
expanding their usage
or planning to expand
3%
their
usage to move
away
Don’t know from VPN.”
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SASE Convergence Strategies
Will Be Targeted to Start
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To Begin, Most Will Take a
Focused Approach with SASE
To better address the changing needs of the
distributed enterprise, secure access service
edge (SASE) has seen growing interest. A SASE
architecture combines security functionality with
WAN capabilities in a converged, cloud-centric
architecture procured primarily as a service
from a single or limited number of vendors. Yet
while the idea of convergence is a key aspect of
SASE, many organizations indicate they will take
a targeted approach to start. Nearly half (48%)
will begin with the security aspect of SASE in
order to better secure remote and hybrid users,
support zero trust initiatives, and reduce the
attack surface. Roughly one-third (31%) will take
a network-centric approach to SASE at the start
to improve operational efficiency and optimize
bandwidth utilization and connectivity. Finally,
21% of respondents indicated they would take a
fully converged approach from the start to secure
remote users, locations, and IoT deployments as
well as support zero trust initiatives.

© 2021 TechTarget, Inc. All Rights Reserved.
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Initial approach to SASE:

48+52+S
31+69+S
21+79+S

48%

We will focus on the
security aspect first

31%

We will focus on the
network aspect first

21%

We will focus on both
security and networking
from the start

Most common use cases:
47% - ensure remote users’ security
45% - support zero trust initiatives
43% - enable hybrid work environment
43% - reduce/eliminate internet-facing attack surface

39% - improve operational efficiency with centralized,
cloud-based management
38% - optimize global connectivity
38% - create direct internet access for remote locations and users
37% - optimize bandwidth

48% - ensure remote users’ security
43% - secure IoT deployments
39% - support zero trust initiatives
39% - secure connectivity for remote locations and workers
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SASE Expansion Will Require Internal Support and Strategies to Coalesce
Respondents cited a variety of drivers that would push them to evolve from a targeted SASE approach toward a broader, fully converged model. Aligning internal strategies and resources
was at the top of the list, with clarity on long-term work-from-home strategies, executive support for SASE, and approving training and skills all ranking highly. Organizations may also
be waiting to expand their SASE initiative until current contracts expire or refresh cycles come due, as noted by 32% of respondents. Finally, SASE remains a nascent market with both
net new vendors and well-established vendors offering new technologies. In both cases, some organizations will take a wait-and-see approach to ensure the tools that support SASE
architectures can deliver the capabilities necessary for the initiative to be successful.
| Top drivers for expanding SASE strategies.
Long-term strategy to support work-from-home environment

37%

Getting executive support for SASE initiatives

36%

Getting company to approve training/skills required

34%

Getting internal agreement on a broader strategy

33%

Contracts ending/refresh cycles of the different tools/network
connections in our environment

32%

Lower costs for work-from-home solutions
Adding staff to support more use cases
Vendor offerings maturing

© 2021 TechTarget, Inc. All Rights Reserved.

29%
27%
26%

“

Aligning
internal strategies
and resources was
at the top of the list,
with clarity on longterm work-from-home
strategies, executive
support for SASE, and
approving training and
skills all ranking highly.”
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There Is Increasing Connection between SASE and Zero Trust
Despite the different approaches to SASE that exist, nearly all organizations either have begun to implement, are planning for, or are interested in SASE. While most remain in the
planning or interest stage, the fact that more than one-third (37%) have begun to implement SASE less than 2 years after its introduction is a testament to the growing need for network
and network security modernization.
An important connection uncovered in the research was the relationship between zero trust and SASE. In fact, among respondents with a broad zero trust initiative underway, 61%
indicated they had begun to implement SASE. ZTNA has always represented an area of overlap between SASE and zero trust, yet the common focus on identity, data, and granular
access continues to drive these two initiatives closer together. Further, those organizations with more mature zero trust initiatives are more likely to have better internal alignment across
all the groups and roles that must work together to support a SASE initiative.
| SASE adoption progress.

“

Among
respondents with
a broad zero trust
initiative underway,
61% indicated
they had begun to
implement SASE.”
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41%
37%

14%
5%
We’ve begun to
implement SASE

We’re actively planning
for SASE and will start
implementing over the
next 12-24 months

3%

We’re planning to
We’re interested but We have no current plans
implement SASE, but do would have to learn more
for SASE
not have a timeframe

1%

Don’t know
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Divergent SASE Approaches
Drive Different Functional Needs

© 2021 TechTarget, Inc. All Rights Reserved.
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A Wide Set of Capabilities Is
Required to Support SASE
There was limited consensus among
respondents regarding which tools are
the best starting point for SASE. The most
common answer given by nearly half (45%) of
respondents was zero trust network access.
However, a broad middle ground exists
beyond that, due in large part to the different
approaches organizations may take and use
cases they may seek to support. Securing a
hybrid workforce may require ZTNA, DLP, CASB,
and SWG, while providing secure connectivity
for remote locations and users may require
SD-WAN, firewall-as-a-service, and DNS-based
traffic filtering. As a result, there is no “right”
answer for where to start a SASE journey,
making it more important to develop a longterm strategy with short-term milestones to
support both current and future needs.

“
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There is no ‘right’ answer for where to start a
SASE journey, making it more important to develop
a long-term strategy with short-term milestones.”

| Tools considered starting points for building out SASE architecture.
Zero trust network access

45%

Data loss prevention (DLP)

37%

SD-WAN

35%

Secure web gateway

34%

Cloud access security broker

34%

Advanced threat protection/sandboxing

33%

VPN

33%

Next-generation firewall

33%

WAN optimization

32%

Firewall-as-a-service

32%

SSL decryption

30%

Web application and API protection

© 2021 TechTarget, Inc. All Rights Reserved.

29%

DNS-based traffic filtering

26%

Remote browser isolation

26%
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| Critical SASE solution attributes.
Hybrid options to connect on-premises and cloud solutions together to help
transition to fully cloud-delivered over time

Hybrid Options and
Integrations Remain Important

27%

Ease/speed of deployment

25%

Best-of-breed solutions

24%

Ability to integrate with existing network and security solutions

Similarly, organizations have different
opinions when it comes to SASE solution
attributes. In terms of those identifying
attributes as most critical, 27% of respondents
cited hybrid options to support a transition
to fully cloud-delivered over time. Ease/
speed of deployment was cited by 25% of
respondents, while best-of-breed solutions
were noted by 24%. This reinforces the fact
that when it comes to SASE, users want the
convenience of a platform, without sacrificing
on performance or efficacy. Also of note is the
fact that only 14% of respondents agreed that
the ability to consume all functions from a
single vendor is a critical attribute.

22%

Transparent user experience

21%

Continuous monitoring and visibility

21%

Fully unified management via a single console

20%

Strong APIs to integrate data with other solutions

19%

Strong SLAs with penalties for downtime or latency

18%

Role-based access control to support multiple IT personas

17%

Integration with XDR solutions for threat detection and response

17%

Integration with endpoint agents for telemetry and traffic redirection

17%

All functions from a single vendor
Support for agentless options
© 2021 TechTarget, Inc. All Rights Reserved.

14%
11%
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Most Envision a
Multi-vendor SASE
Approach to Begin

© 2021 TechTarget, Inc. All Rights Reserved.
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Rather Than Consolidating,
Some Anticipate Adding SASE
Vendors Over Time
As mentioned, the ability to consume all
functions from a single vendor was not a
highly ranked critical attribute. Further,
many organizations anticipate adding SASE
vendors over time rather than consolidating.
Specifically, while 60% plan on using one
or two vendors for SASE initially, only 38%
believe this will be the case when complete.
This may point to current perceptions more
than what the future will hold. The research
found that 71% of respondents use at least
four perimeter network security vendors today,
with 29% using at least seven. Contextualizing a
reduction from that level to one or two vendors
may be difficult for some organizations. But as
solutions mature and convergence benefits are
proven out, more organizations may begin to
prioritize vendor consolidation.

16

The desire for a single-vendor approach
appears limited at this time.
| Number of SASE vendors.

Initially

When complete

60%

57%
38%

37%
3%

2 or fewer

3 or more

Don't know

| Number of perimeter network security controls.

42%
27%

24%
5%

1 to 3
© 2021 TechTarget, Inc. All Rights Reserved.

5%

4 to 6

7 to 9

10 or more

2%
Don’t know
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Customers Desire Experience and Support from SASE Vendors
When asked for the most important vendor criteria for SASE, our research respondents pointed to network security expertise (39%) and network expertise (31%) most frequently. The
fact that specialized experience rates so highly certainly reinforces the current multi-vendor preference of many users. Additional attributes include the availability of managed services
(25%), history with cloud-delivered solutions (25%), availability of training programs (22%), and technical sales support (21%). As ubiquitous as cloud-based tools have become, the
reality is that many network and network security solutions remain on-premises. As such, users will look to vendors with a strong background in the cloud, support programs to help
them navigate the transition, and even managed offerings to fill skills gaps or fully offload day-to-day operations.
| Most common SASE vendor criteria.
Network security expertise

39%

Network expertise

31%

Availability of managed services

25%

A strong history with cloud-delivered solutions

25%

A global network with strong latency and uptime SLAs

23%

Ability to provide all required broadband, MPLS and cellular connectivity

22%

Vendor is already in our environment

22%

Availability of training and certification programs

22%

Technical partnerships for related/missing SASE components

22%

© 2021 TechTarget, Inc. All Rights Reserved.

Strong references in our vertical

21%

Technical sales support

21%

“

The fact that specialized
experience rates so highly
certainly reinforces the
current multi-vendor
preference of many users. ”
Back to Contents
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Early SASE Adopters Report
Benefits, but Work Remains

© 2021 TechTarget, Inc. All Rights Reserved.
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SASE Delivers Efficient
Management, Effective Security,
and Lower Costs
While it is still early, respondents who have
begun to implement SASE in their environments
overwhelmingly report positive results. Many
reported that SASE architectures provided more
efficient management. Specifically, 37% cited ease
of management, 37% indicated better alignment of
network and security policies, and 35% reported a
reduction in operational complexity. Additionally,
more effective security has been experienced,
with 38% pointing to faster problem resolution
and 37% reporting fewer security incidents.
Finally, despite not being a primary driver for SASE
adoption, organizations report reduced costs as
well. Respondents reported reduced solution costs
for both security (38%) and networking (29%), as
well as lower operational costs for security (34%)
and networking (30%). Overall, 85% of respondents
cited at least three benefits, indicating that many
adopting SASE are seeing success.

“
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Respondents who have begun to implement SASE in their
environments overwhelmingly report positive results.”

| Benefits seen by organizations implementing SASE.
Faster network or security problem resolution

38%

Reduced security solution costs

38%

Ease of management

37%

Better alignment of network and security policies

37%

Fewer security incidents

37%

Improved user experience regardless of location

35%

Reduction in overall operational complexity

35%

Reduced security operational costs

34%

Faster onboarding/provisioning of new users, offices,
applications, and locations

33%

Reduced network operational costs

30%

Reduced network solution costs

29%

Less branch downtime
Reduced staff turnover
© 2021 TechTarget, Inc. All Rights Reserved.

27%
19%
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Services Are of Interest to Implement or Optimize SASE Deployments
While many are seeing success, the fact remains that SASE is in its early stages, so there’s work ahead for those planning for SASE implementation and for early adopters optimizing
their approaches. Improving collaboration across the different groups involved with SASE was the most common action planned, cited by 48% of respondents. However, working
with services providers to manage SASE solutions (45%), implement SASE solutions (39%), and build or refine SASE strategies (37%) were also frequently mentioned. Further, those
organizations that have already begun to implement SASE were more likely to indicate they would work more with service providers moving forward, meaning the importance of
bringing in outside skills to augment planning, deployment, and operation may be an underappreciated aspect of SASE for those yet to begin.

| Actions to implement or optimize SASE strategies.
Improve the collaboration across security operations, network operations,
and IT operations

48%

Work with managed services providers to manage SASE solutions

45%

Work with professional services firms to implement SASE solutions

39%

Begin to transition existing on-premises network security tools to the cloud

38%

Work with professional services firms to build or refine our SASE strategy
Hire more personnel
Begin to reduce the number of vendors we work with

© 2021 TechTarget, Inc. All Rights Reserved.

37%

28%

27%

“

Improving
collaboration
across the different
groups involved
with SASE was
the most common
action planned,
cited by 48% of
respondents.”
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Improving Internal
Alignment Will Be Critical

© 2021 TechTarget, Inc. All Rights Reserved.
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Planning and Evaluating for
SASE ‘Takes a Village’
Not unlike other significant architectural shifts in
IT, planning and evaluating for SASE will require
input from numerous technology teams and
roles. The research results indicate that senior
IT management needs to be involved across all
stages of the planning, evaluating, and decisionmaking process, and nine out of ten organizations
report that this is the case for at least one of these
phases. Additionally, it is worth noting that those
organizations that are just beginning their SASE
journey may underestimate the need to involve
senior management. Organizations should learn
from early adopters and include senior IT, security,
and network leadership from the start.
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“

The research results indicate that senior IT management
needs to be involved across all stages of the planning, evaluating,
and decision-making process, and NINE OUT OF TEN organizations
report that this is the case for at least one of these phases.”

| Roles with input into SASE planning, evaluation, and/or decision making.
Senior IT management

90%

Senior security management

77%

IT operations

66%

Senior network management

63%

Network security team

60%

Security operations

59%

DPO/risk & compliance team

56%

Security architect

53%

Cloud architect
Network operations
Network architect
© 2021 TechTarget, Inc. All Rights Reserved.

52%
50%
48%
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| Most common SASE challenges.

SASE Challenges
The previous data point also highlights one
of the biggest challenges when implementing
SASE: Getting all the disparate teams to agree
on a strategy and then selecting vendors. Other
significant challenges relate to migrating security
policies and ensuring all network and security
data can be correlated to deliver a single source
of truth. The ability to align with a zero trust
initiative also ranks highly. Certainly, having
clarity around how SASE solutions will support
zero trust strategies is important. Determining
when and transitioning functions to the cloud
also feature prominently and may require
organizations to provide additional training.

Getting cross-functional agreement on SASE strategy and/or vendors

52%

Migrating existing security policies

33%

Aligning with a zero trust initiative

32%

Correlation of security and network data to avoid gaps and provide
single unified view

31%

Understanding when all cloud-based is the best choice (HQ vs.
remote office)

30%

Transitioning existing on-premises controls to the cloud

30%

Ensuring digital experience is not impacted

29%

Determining budget allocations (security vs. networking)

28%

Assessing and comparing vendor capabilities

25%

Getting usable technical advice
None of the above

© 2021 TechTarget, Inc. All Rights Reserved.

24%
3%
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Lookout is an integrated endpoint-to-cloud security company. Our mission is to secure and empower our
digital future in a privacy-focused world where mobility and cloud are essential to all we do for work and play.
We enable consumers and employees to protect their data, and to securely stay connected without violating
their privacy and trust. Lookout is trusted by millions of consumers, the largest enterprises and government
agencies, and partners such as AT&T, Verizon, Vodafone, Microsoft, Google, and Apple.

LEARN MORE

About ESG
Enterprise Strategy Group is an integrated technology analysis, research, and strategy firm providing market
intelligence, actionable insight, and go-to-market content services to the global technology community.
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Research Methodology
To gather data for this report, ESG conducted a comprehensive online survey of IT, network, and cybersecurity professionals from private- and public-sector organizations in North
America and Western Europe between June 20, 2021 and July 20, 2021. To qualify for this survey, respondents were required to be IT, network, and cybersecurity professionals at least
somewhat familiar with their organization’s network or security tools, policies, and procedures, as well as be at least somewhat familiar with SASE. All respondents were provided an
incentive to complete the survey in the form of cash awards and/or cash equivalents.
After filtering out unqualified respondents, removing duplicate responses, and screening the remaining completed responses (on a number of criteria) for data integrity, we were left
with a final total sample of 613 IT and cybersecurity professionals.

Respondents by Geography

Respondents by Number of Employees

Respondents by Industry

500 to 999,
12%

20,000 or
more, 12%

Other, 14%

10,000 to
19,999, 6%

Business
services, 3%

Manufacturing,
23%

Government, 5%
Western
Europe,
48%

North
America,
52%

1,000 to
2,499, 25%
5,000 to
9,999, 21%

Construction/
engineering, 5%
Communications
& media, 5%

Financial, 17%

Healthcare, 8%

2,500 to
4,999, 25%
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Technology, 9%

Retail/wholesale,
12%
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