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DON’T LET MOBILE DEVICES 
CAUSE THE NEXT BIG HEIST
Financial services industry employees and customers rely on tablets and smartphones to get things 

done. Threat actors have taken note and are constantly finding ways to exploit mobile devices that 

access cloud services and infrastructure.

Credentials are in the crosshairs.
Threat actors steal credentials through SMS, social media, 

and messaging apps. 

Malware are mimicking your services.
Trojanized apps have become Malware as a Service, making them 

cheap and easy for attackers to customize and target your customers.

Management isn’t security.
Cyber attackers aren’t stopped by mobile device 

management (MDM).  

In 2020, Despite 50% increase in MDM adoption, quarterly 

exposure to mobile phishing jumped 125% and mobile app 

threats rose over400%

50%

10X

Almost 50% of mobile phishing  

attacks targeting financial services  

intend to steal login credentials.

In 3 years, BancamarStealer malware 

samples grew almost 10x from 7,700 

to over 74,000. 
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