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The State of Remote
Work Security 2023
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Lookout surveyed 3,000 remote and hybrid workers from
enterprise companies in the United States, United Kingdom,
France, and Germany. The data results presented below highlight
the behaviors of remote workers that put an organization at risk.

View Full Report

The Rise of Bring Your
Own Device (BYOD)

BYOD poses security risks, as personal
devices are not fully controlled by the
employer’s IT department and protocols.

43%

Of remote workers use their
own device instead of
company-issued equipment

92%

Perform work tasks
on their personal
mobile devices

Employees Are Spending More Time
Working on Their Tablets and Smartphones

32%

% of Remote Workers
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Hours Per Week Working on Personal Mobile Devices

Of employees work over 20 hours per week
from their personal tablets and smartphones

Work and Personal Security Start to Mix

459 | have used the same password for
0 both work and personal accounts.

| have used work software
W ‘ 0
47 A) or accounts for personal tasks.
]

Remote workers do work
and personal tasks together
on the same device

530/ | have used personal software
0 or accounts for work tasks.

New Work Environments Bring
New Security Risks

remote employees work in a place other than home

e The Most Popular Remote -
.-‘ Work Locations (Besides Home) .‘-.

Coworking space _ 67%
Outdoors 56%
Someone else’s home 52%
Coffee shop 51%

Remote Workers Have Been
Targeted More

Receive more
spam or phishing

messages than T
they used to
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Remote Workers are Taking More Risks

A
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Are less likely to follow safe security -

0
31% practices when working from home. a&
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Have downloaded, saved, or sent work-related
materials to a personal account for convenience.

Have sent an email from their work account
to a personal account for convenience.

How to Protect Your Organization’s Data
While Enabling Flexible Remote Work

Lookout is the cybersecurity provider of endpoint-to-cloud security.
The company safeguards data across devices, apps, networks, and
clouds through their unified, cloud-native security platform and is
trusted by enterprises of all sizes, government agencies, and millions
of consumers worldwide.

Read more about how to protect your organization, at Lookout.com
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