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Lookout Enables Continuous Conditional Access

Organizations need a way to continuously guarantee device health as
employees access sensitive corporate data via mobile apps and devices

Industry-Wide Security Challenges

As organizations increasingly depend on mobility to empower employee @
roductivity, there is a need to protect organizations from the risks that come .
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with corporate data accessed by mobile devices. Some mobile management
platforms only update app details every four hours, IAM solutions only renew
identity tokens every 24 hours, which makes it difficult to have continuous

visibility of the devices employees use to access corporate infrastructure
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take place in a matter of seconds without the end user realizing it, Lookout
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continuously assesses the health of any device accessing corporate data by SOFTWARE AS
A SERVICE

dynamically monitoring the health of an endpoint while a user is connected

to the enterprise. By using Continuous Conditional Access to monitor risk and
trust, organizations can allow only healthy devices to connect to platforms

storing sensitive data; removing the threat from device, app, or network risks.

Leaked or exposed sensitive data is one of the top mobile-related security incidents organizations have experienced in the last

year according to IDC'. By leveraging Lookout Continuous Conditional Access, which dynamically monitors the health of the

endpoint anytime a user is connected to corporate resources, you can continuously protect your valuable corporate data from

being leaked or exposed on mobile devices.

Why Lookout?

Lookout Mobile Endpoint Security ensures continuous security and compliance on every device, leveraging a large data set fed by over 170
million devices, and the analysis of over 70 million mobile apps. With the Lookout Security Cloud, it's easy to deploy Lookout and apply security
policies across the entire organization for both managed and unmanaged devices. Users receive alerts and remediation steps on malicious apps,
network connections, and system anomalies in real time; accompanied by continuous device health checks to provide continuous conditional

access to sensitive corporate applications and data to ensure employee devices aren't leveraged by malicious actors to steal assets.

" IDC Enterprise Mobility Decision Maker Survey 2018, Nov 2018:

lookout.com

© 2020 Lookout, Inc. LOOKOUT®, the Lookout Shield Design® LOOKOUT with Shield Design®, SCREAM®, and SIGNAL FLARE® are registered trademarks of Lookout,
Inc. in the United States and other countries. EVERYTHING IS OK®, LOOKOUT MOBILE SECURITY®, POWERED BY LOOKOUT®, and PROTECTED BY LOOKOUT®, are
registered trademarks of Lookout, Inc. in the United States; and POST PERIMETER SECURITY ALLIANCE™ and DAY OF SHECURITY™ are trademarks of Lookout, Inc.

All other brand and product names are trademarks or registered trademarks of their respective holders. 20200120-Lookout-USv1.1



